The Breyer case and
implications for website
operators and AdTech
On 19 October 2016 the European Court of Justice (‘ECJ’) gave its ruling
in the case of Patrick Breyer v. Bundesrepublik Deutschland (C-582/14).
In this article, Dr Flemming Moos and Tobias Rothkegel of Osborne
Clarke analyse the key points of the judgment and its implications for
current data protection law with a particular focus on AdTech businesses.

This judgment has been eagerly awaited
by the data protection community since
the ECJ was called upon to rule on two
highly controversial questions with high
practical relevance and significance
beyond the present case. The ECJ
had to decide on whether (1) dynamic
IP addresses have to be treated as
personal data by website operators;
and (2) if the national law of a Member
State, not allowing the processing of
personal data by data controllers on
the basis of a balancing of interests,
is compliant with EU laws. The case
arose when privacy activist Patrick
Breyer sought an injunction against the
German Government to prevent it from
storing dynamic IP addresses when
certain German Government websites
were visited. The case was dismissed
at first instance, but upheld in part on
appeal until finally referred to the ECJ.
IP addresses as personal data
The ECJ ruled that dynamic IP
addresses need to be treated as
personal data by website operators
provided that they have legal means
enabling them to identify the respective
person, e.g. by obtaining additional
knowledge held by the access
provider pertaining to that person.
Legal background
In Germany and elsewhere in the EU
there has been a long-fought debate
on whether (dynamic) IP addresses
classify as personal data. The root of
the matter is the equally old scientific
dispute as to whether the personal
nature of a certain piece of data has to
be assessed from an absolute or relative
point of view. In accordance with the
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absolute perspective (particularly held
by most data protection authorities) a
person is already considered identifiable
if anybody is able to associate the
respective piece of data with that
certain individual, even though the
actual controller handling the data
may not possess such knowledge. As
a consequence, the controller would
need to treat information as personal
data even if the information enabling
the identification of the data subject
is not in his/her hands (and even if he/
she might not know that others are
capable of establishing a respective
personal association). By contrast,
according to the relative perspective,
data is only considered personal if
means are actually available to the
respective data controller realistically
allowing him/her to match the data to
a certain individual. Thus, the personal
nature of a piece of data may differ
depending on who the data controller is.
Dynamic IP addresses are a perfect
example as to the consequences
that these different positions have in
practice. In general, access providers
are the only parties who know the
name of the individuals surfing under
a dynamic IP address as they assign
the IP addresses and dispose of the
corresponding contract data of their
customers. Website operators do not
have such knowledge. Against this
background the abovementioned
dispute comes into play as follows: If the
personal nature of the data were to be
defined absolutely, IP addresses even
with regard to website operators would
generally constitute personal data with
it being irrelevant whether the website

operator (or someone else) is actually
capable of identifying the respective
individual. In case data relating to a
person were to be defined relatively, the
website operator would only be subject
to data protection law if he/she is able
to match the IP address to a certain
person, e.g. because he/she obtained
the name and further required additional
knowledge in order to identify the data
subject from the access provider.
Key message of the judgment
The judgment of the ECJ clearly dismisses
the notion that the personal nature of data
has to be determined absolutely. However
it has also imposed restrictions on a
mere relative determination. In general,
the ECJ shares the idea of a relative
approach; the Court however further
specified that data has to be treated as
personal provided that legal means are
available to the respective data controller
which may reasonably be used in order
to identify the data subject by obtaining
the necessary additional knowledge
from a third party. Such means are solely
reasonable “[…] if the identification of the
data subject was prohibited by law or
practically impossible on account of the
fact that it requires a disproportionate
effort in terms of time, cost and manpower, so that the risk of identification in
reality appears insignificant” (margin no.
46 of the judgment). The ECJ mentions
criminal prosecution proceedings as an
example of such means. The referring
German Court is now mandated to
decide whether such legal means
in fact exist under German law. The
future will show how the national
legislation of other Member States will
have to be assessed in this regard.
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Requirements as to legal means
Pertaining to dynamic IP addresses, the
debate seems likely to be decided in
favour of such information classifying
as personal data. Insofar, any data
controller, having collected information
such as the IP address of an alleged
perpetrator, may initiate criminal
investigation proceedings by filing a
criminal complaint before the state
attorney. In its capacity, the state attorney
is empowered to obtain any information
from third parties, such as an access
provider, in order to identity alleged
perpetrators. The data controller may
then request access to the file of the state
attorney and thus find out the identity
of the alleged perpetrator. For instance,
this is common practice in the case of
copyright infringements on the internet.
Such actions are also feasible in other
cases, for example concerning data
stored by financial institutions. Those
bodies are usually obliged to disclose
respective information about their
customers towards an inquiring state
attorney. In another case the ECJ has
already ruled that banking institutions
may not ward off private requests
for information in an “unlimited and
unconditional” way by simply relying on
banking secrecy; the conflicting interests
rather have to be balanced in view of the
specific circumstances of each case (ECJ,
judgment of 16 July 2015, case C-580/13
on the right to obtain information
under trade mark law from a bank).
Such detour via the state attorney or
another authority is apparently sufficient
to meet the requirements of legal means
as laid down by the ECJ. Although
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significantly more relevant in practice, the
ECJ did not consider rights to information
in national legislations based on Art. 8
of the Enforcement-Directive (2004/48/
EC), enabling IP rightholders to obtain
information from third parties regarding
an infringement of their IP rights. Under
these rules, copyright holders may
request the name and address of users
from the access provider if the users
have committed copyright violations
(e.g. by way of illegally uploading
content in peer-to-peer networks).
It remains unclear whether the sheer
existence of such legal means and the
mere theoretical possibility to assert
them will be sufficient in order to render
a piece of information personal, or if it
should also be taken into consideration
that the particular processing controller
is actually capable of initiating and
exhausting those means (e.g. because
the conditions of launching an
investigation proceeding are fulfilled).
This seems rather questionable if
information is gathered for purposes
with regard to which the involvement
of a state attorney or the relevant
supervisory authority is nothing more
than a theoretical scenario, “[…] so that
the risk of identification in reality appears
insignificant” (see above); e.g. in the
event of data processing for market
analysis purposes. In this context, the
judgment of the ECJ remains imprecise.
IP addresses by themselves
not considered personal data/
consequences for other
(online) identifiers
It was with welcome clarity that the ECJ
has stated that IP addresses, considered

in isolation, do not constitute personal
data, but only in conjunction with the
appropriate additional knowledge.
Hence, for the ECJ it does not seem
sufficient that a person can be
individualised in any other way than
knowing the individual’s name in order
to constitute personal data (margin
no 38 in conjunction with 40 and 41
of the judgment). Some supervisory
authorities have so far been following
a stricter understanding of personal
data; even statements by the Article
29 Working Party indicate that notion
(WP 136, 20 June 2007). Following
the judgment of the ECJ such strict
interpretation of personal data will
hardly be justifiable any longer.
This clarification of the ECJ permits
the drawing of conclusions regarding
other online and device identifiers
having to be treated as personal data,
such as smartphone IDs, cookie IDs,
MAC addresses or completely different
identifiers, for example credit card
numbers. Regarded in isolation, all
these pieces of information do not
allow the identification of a person
by name and thus do not classify as
personal data. Thus, in order to evaluate
if such identifiers have to be treated
as personal data it will likely have to
be assessed in each individual case if
the specific controller disposes of legal
means enabling him to obtain additional
information from a third party necessary
for the identification of the individual.
In case of credit card numbers this
rather points towards such data having
to be treated as personal; whereas in
the case of smartphone IDs (especially
temporary advertising IDs) as well as

5

DATA PROTECTION

The processing of IP addresses will generally remain permissible,
even if it is not necessary for the provision of a (online) service.

continued
MAC addresses this speaks against a
personal nature of such information due
to a lack of legal means to obtain the
respective data (the name of the user).
Illegality of national law not
allowing the processing of
personal data for legitimate
interests of the data controller
Although the question of treating an IP
address as personal data has been the
centre of attention in reports about the
ruling, another statement of the ECJ is
actually just as essential for the day-today business of online businesses. The
ECJ has decided that Member States’
national law is required to allow the
processing of IP addresses (even when
considered personal data) by website
operators, even though it is not necessary
for the provision of the relevant service,
if the website operator has a legitimate
interest in processing the data; e.g. in
order to protect against cyber attacks.
Thus, Art 7(f) of the Data Protection
Directive (95/46/EC) requires regulations
in national law to allow the processing
of personal data if it is necessary for
the purposes of the legitimate interests
pursued by the controller and if such
interests are not overridden by legitimate
interests of the data subject. Since the
Directive aims at full harmonisation, any
provisions of national law imposing more
stringent limitations on the processing
of personal data than Art. 7(f) of the
Directive shall be held inadmissible.
The bone of contention was Sec. 15
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para 1 of the German Telemedia Act that
conclusively limited the collecting and
processing of personal data concerning
the use of e.g. a website to the extent
necessary in order to facilitate its
provision towards the user. The provision
did not provide for a legitimate processing
of personal data on the basis of a balance
of interests. As a logical consequence,
the ECJ declared the German provision
in violation of Community Law and
thus inapplicable. This will also apply
to any equally stringent national
provisions of other Member States.
Consequences for AdTech
businesses and online advertisers
Thus, despite IP addresses most likely
having to be treated as personal data
in the future, due to the clarification
by the ECJ described above, AdTech
businesses in particular as well as other
online players are given more flexibility
to use personal data. Aside from data
processing activities ensuring the
functionality of the services discussed in
the judgment above, there are also other
usage scenarios in which such balance of
interests may provide a legal justification
in the future, e.g. the merging of such
data with other data of the customer
stored in CRM systems or also the use
of data for online advertising. In addition,
the use of device IDs like MAC addresses
may from now on be less restrictive.
Validity of the judgment under
the General Data Protection
Regulation (‘GDPR’)
It is to be expected that the ECJ’s

legal position will remain valid in
both aspects (at least in terms of
the outcome) even after the GDPR
has come into effect in May 2018.
With respect to a possible classification
of IP addresses as personal data it
must be considered that the GDPR will
potentially introduce a broader definition
of personal data. In contrast to the
current regime, it is therefore conceivable
that information may already classify
as personal data if a person can be
contacted individually due to the use
of an indication such as an IP address
(without having to know the name of the
individual). Insofar Art. 4 no 1 of the GDPR
mentions the real name of a person as
solely one possible reference by which
the person may be identified, with online
identifiers being another. Nevertheless,
the processing of IP addresses will
generally remain permissible, even if
it is not necessary for the provision of
a (online) service. Thus, Art. 6 para 1(f)
GDPR stipulates that processing shall be
lawful if it is necessary for the purposes
of the legitimate interests pursued by
the controller. The ECJ has already
confirmed that combatting cyber attacks
represents such a legitimate interest.
In addition, Recital 47 of the GDPR
explicitly points out that processing
of personal data for direct marketing
purposes may also be regarded as
legitimate based on the balancing of
interests test. Thereby, the GDPR leaves
room for further use of IP addresses and
other identifiers based on balancing
interests, as required by the ECJ.
DIGITAL BUSINESS LAWYER

